Journal of University of Shanghai for Science and Technology ISSN: 1007-6735

A Comprehensive Study on IoT security problems based on
blockchain

Name- Chandni*
*Chandigarh university

Abstract: 10T refers to other enhancements that integrate with the virtual and related and interactive, and create new
digital organizations that build our self-sufficiency. IoT provides several performance, not to mention,
collaborations now presenting different issues with the same areas of appeal, security, security, integrity and direct
data. These issues are preventive in anticipation of what might come of the success of IoT applications. This study
gives a general summary of IoT integration with blockchain development. An internal and external measurement of
the combination of block-chain to IoT model has been introduced, which has the advantages of access and will how
blockchain will solve IoT concerns. Blockchain designing can be utilized as a help for different IoT applications.
This is trailed by a glance at the effect of coordinating man-made consciousness (Al) into IoT and blockchain. At
long last, the effect of blockchain on IoT investigation is tended to.

Keywords: Internet of Things (IoT) framework; blockchain; IoT with block-chain; Artificial Intelligence (Al),
WSN.

Introduction

The IoT is an advanced innovation where different physical and virtual gadgets can be associated and speak with
one another absurd frequently without human intercession. IoT devices have become overused to solve our ongoing
problems and enrich our lives by testing and gathering more information about our environment that has been used
to make the most of our experiences release new management. IoT has become huge worldwide, with millions of
eyesight and use worldwide to this day with many customers [1]. Although there are many advantages of the IoT
framework in different areas, robust IoT engineering, with the ultimate goal of integrating, monitoring and driving
all ToT products by one staff member focal, facing many difficulties. For example, the symbol of frustration, in
which, if an employee loses, all IoT applications and administration are subject to its loss, affecting the access and
status of Leadership is provided by the IoT framework [2] [3]. In addition, in-house staff sell all the data created by
setting up different [oT devices in a single area (focal staff), which makes it an attractive target for some objections
[4]. With so many issues unfolding by the IoT developer, moving IoT to one of these applications can be a good
decision. Among the traditional and famous types of explosive progress is the blockchain. It is practically data
sharing, distribution, sharing and non-exchange, which stores the data of the different exchange that is always
present in some distribution (P2P) [5][6] .

A selection of exchanges was collected and given a place in the record. The blockchain is named for the fact that it
creates chains of blocks. Most hubs in the blockchain enterprise can document their knowledge in order to store a
transaction in the disseminated record [7]. Using blockchain to connect IoT devices has a number of advantages. In
addition, blockchains provide better authentication and protection because they use these cryptography calculations,
hash capacities, and timestamps, all of which provide a more stable operating environment. In addition, the
blockchain and database logger protects the data against malicious attacks and ultimately the target cannot place any
data changes in the database if a large number of users contribute authenticated [8] [9].

This study gives a general overview of the IoT with block-chain. This study discusses new and important aspects of
the IoT blockchain, for example, blockchain such as IoT support and the impact of Al integration on IoT and
blockchain. The research network ignored blockchain research in IoT applications [10] [11].

2.1 An outline of the IoT framework

The term IoT alludes to the advanced expansion of web empowered gadgets with inserted registering capacity. The
term depicts a wide scope of innovations, from the web empowered surveillance cameras and reconnaissance
gadgets, and arranged mechanical gear and sensors to homegrown items like ice chests and vehicles. The IoT is an
always progressively well-known innovation that has created with universal registering in the present period of
innovation [12] [13] [14].
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This number is based on the total development of up to 75 billion gadgets with the end of 2025, as shown in Fig 1.
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Fig 1. IoT growth chart from 2015 to 2025 [3].

Also, the ToT arcade is developing dramatically. As indicated by statistically, the assessed income of Internet of
Things in 2015 was USD 743 billion [15].

Connected devices in billions

2.2 IoT Framework Features:

The IoT foundation defines innovative ideas can completely transforms us, our business and our economy. IoT
manufacturing end -to -end management and embedded applications offer some advantages than the current
standard. These applications and management share significant things, include [16, 17]:

a. Sensing capabilities: WSN is usually a set of sensors that collect data about environmental conditions and
send it to a central server for processing. Sensors are the [oT's structure squares, allowing for the collection
of both constant and context-based data regarding environmental conditions, allowing chiefs to make
precise and timely decisions.

b. Connectivity: the vital qualities of the IoT framework that empowers billions of gadgets and objects to be
open distantly. Also, it permits different articles in our current circumstance to be associated and speak
with one another ridiculous, which permits making new applications and administrations.

c. Large scale network: This huge number of gadgets and items make an enormous scope network that can't
be overseen by conventional or old style techniques.

d. Dynamic system: It can associate different articles in various areas. Moreover, with sensors that gather
different continuous and relevant data about environmental factors, loT gadgets can be progressively
adjusted to changing situation and conditions.

e. Intelligence capabilities: with cutting edge equipment, programming and detecting capacities that
empower gathering a huge volume of relevant information, IoT gadgets can settle on savvy choices in a
few conditions and participate keenly with other working together articles.

f. Big data: here are many of IoT gadgets that makes tremendous bulk of information that can't be dissected
utilizing conventional information examination techniques. This alludes to the expression "large
information". The IoT is among the most extravagant wellsprings of huge information that makes an
immense volume of information that needs inventive investigation strategies to have the full advantages of
IoT information.

g. Unique identification: Internet of Things framework empowers different items to interface over the
Internet. Being able to associate with the Internet can be ensured just if every gadget have a remarkable
character, for example, the IP address. Along these lines, in spite of the fact that [oT gadgets are in billions,
every gadget has a remarkable personality.
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h. Independent decision: here is numerous sensors in the IoT framework, which empower gathering colossal
context oriented and ongoing information about the general climate. These unique information permit IoT
gadgets to settle on setting mindful and self-sufficient choices.

i. Heterogeneity: the IoT framework permits various gadgets and objects to be addressable and speak with
one another preposterous. These gadgets accompany heterogencous qualities including correspondence
conventions, working frameworks, stages, and other programming and equipment segments.
Notwithstanding these heterogeneous attributes, the IoT framework permits every one of these gadgets to
speak with one another proficiently and viably.

2.3 Centralized IoT Architecture

Dealing with a bunch of hubs to cooperate to plan a framework needs to have a specific engineering plan. Among
the famous plans is the concentrated engineering, which is fabricated utilizing a unified worker to control and deal
with a bunch of hubs. These hubs differ from a high level PC framework, PC, cell phone, and so forth, which are fit
for performing different sorts of activities. The unified worker goes about as the director that manages all
solicitations coming from different hubs and oversees task planning and portion among hubs in the organization [18,
19]. A basic type of a brought together design is appeared in Fig 2, where all hubs in the organization are associated
through a focal worker.

Fig 2. Centralized architecture of IoT.

The concentrated IoT comprises of three key layers; the perception layer, network layer and application layer, as
demonstrated in Fig 3.
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Three layer IoT system architecture

Table 1 shows a synopsis of the difficulties of the reunited IoT model.
Table 1. Synopsis of difficulties of the IoT brought together model.

Task Explanation

Unified worker plays out all handling activities and oversees correspondences between
different gadgets, this delivers a solitary mark of disappointment where if the worker
goes down, entire organization of gadgets will be inaccessible [25].

Failure of Single
Point

Security is amongst the vital difficulties in IoT brought together prototypical since
Security information handling activities or information stockpiling are complete in one area
[26].

Different kinds of continuous information including delicate data are gathered from
Privacy IoT gadgets like propensities, passwords, individual and monetary data, and so on
[27].

To deal with this responsibility, the unified worker designs the heap to sidestep top
burden issues. Be that as it may, this cutoff points client adaptability while finishing
their own undertakings because of the tight plan and postpone connected to this cycle
[28].

Inflexibility

The focal worker plays out all preparing and correspondence activities between all
hubs in the organization which require high equipment and programming capacities to
Cost deal with this responsibility. Furthermore, it needs enormous holding stockpiles that
can store information coming from different IoT gadgets. Every one of these high
abilities of equipment and programming accompany a significant expense [29].

Utilizing the idea of an incorporated framework with enormous undertaking
associations that include a few branches in various zones will be outlandish. The
quantity of IoT gadgets is expanding continually which implies that the brought
together model can't scale and capacity proficiently [30].

Scalability

Among the significant parts of a proficient framework is the ability to furnish
admittance to every one of their clients with assorted necessities. Nonetheless, the
concentrated framework requires its clients to get to the data consistently utilizing
indistinguishable cycles. Moreover, most brought together frameworks use a specific
working framework for the entire organization which confines variety inside the
organization [31].

Access and Diversity

Section 3:

3.1 An outline of blockchain innovation

The world continued to use the built-in design, a central worker is expected to control the preparation and
reservation of tasks until Szabo achieved advanced decentralized cash in the late 1990s. Ten years later, the digital
currency Bitcoin was offered [32]. This part presents an outline of blockchain innovation.

3.2 An Overview of Blockchain

Innovation is one of the latest topics to draw the attention of several associations and analysts because of the many
advantages it has given over existing arrangements [33]. A blockchain is practically a transmitted, decentralized and
unchanged record, which stores the data of the various exchanges that have taken place constantly in a given P2P
network [34] [35]. On this line, many blocks are linked together and are called blockchains. The hash work is
mainly used to approve the trust of the substance or information of the block [36] [37] [38].

3.3 Blockchain Components

Blockchain innovation can offer several advantages over the current system. There are lots of original parts of a
blockchain, which include a record, a block, a hash, a division, a minor, and an agreement, as described in Figure 4.
The file is an information type used to store different types of data [39]. There are many differences between a
traditional database and a registry. A data set framework stores information as tables with segments and columns. In
addition, it utilizes a social model for questioning and assembling information by associating data from a few
sources [40]. Then again, the record is used to store every one of the exchanges that were at any point produced
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using all taking part clients in the organization. Moreover, the record was conveyed among the partaking hubs, so
every client has its own imitation of the record.

Block
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Building
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Blockchain
Mi Consensus
ke s Mechanism
Transaction

Fig 4. Blockchain’s Main components

The hash function is used to identify the subject information of each block. In fact, the hash function is a numeric
function that small children need to fold to obtain a block. The motivation to use the hash function is such that it has
no effect making it difficult to create two flags that cannot be used for two different data types [41]. A variation of
the littlest unit of cycles or movements in which trades are combined and separated into a block [42].

3.4 Blockchain Features

Blockchain can convey various aids for numerous fields and applications. This novel innovation shares some normal
highlights that include:

a.

b.

Decentralization: block-chain is ordinarily a decentralized and conveyed climate that depends on the P2P
correspondence between imparting hubs.

Transparency: rather than the unified model where the focal worker is just having the full control and
admittance to all information, blockchain offers a decent degree of straightforwardness wherein all hubs
approach every one of the subtleties of the exchanges that always occurred in their organization. Also,
every hub has a duplicate of the circulated record to keep refreshed with changes. Also, the shortfall of an
outsider builds business agreeableness and trust [43].

Immutability: among the urgent attributes of blockchain is the ability of ensuring the exchanges'
trustworthiness through delivering unchanging records. As opposed to the incorporated model where
information respectability is just overseen and safeguarded through the focal position [44].

Better security: among the benefits of block-chain innovation is that it gives better security over existing
arrangements [41].

Anonymity: in spite of blockchain using a record that is disseminated between all clients, blockchain gives
an unknown personality to secure the hubs' protection [43].

Cost reduction: as opposed to the concentrated design in which the high level and complete equipment and
programming framework is needed to fabricate the incorporated worker, the blockchain innovation lessens
the costs identified with fitting and supporting enormous unified workers as it uses the preparing force of
imparting gadgets [45].

Autonomy: the capacity to settle on self-sufficient choices is among the highlights that the blockchain
innovation can give. It permits the assembling of new gadgets that can settle on savvy and self-governing
choices [46].

Section 4:
4.1 Reconciliation of IoT with block-chain
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The IoT has gotten one of the exceptional innovations that empower virtual and actual items to be connected
together ludicrous, which thus produce various freedoms in various areas. The sudden advancement of the loT
framework has opened imaginative possibilities in different fields. The current IoT concentrated model uses an
outsider focal power that has unlimited oversight of information assortment and preparing from different IoT objects
with no reasonable limitations about how the gathered information are being utilized [47]. Then again, blockchain
innovation conveys decentralized, self-governing, trustless and circulated climate [48].

Table 2. A comparison between blockchain and IoT.

Objects Internet of Things Block-chain
Privacy Less private Higher privately for nodes
Band-width Internet of Things gadgets restricted data High consumption of bandwidth

transfer capacity and assets.

System Structure

Centralized

Decentralized

Scalability large number of devices Not supported large network
Resource Limited Resource Consuming Resource
Latency Need less latency Time-consuming Block mining
Security Security issues Higher security

4.2 IoT with Block-chain Architecture
Incorporating block-chain with IoT has been a must in order to overcome the challenges of a single IoT architecture
and take advantage of the limitless benefits of blockchain progress. Using blockchain in conjunction with IoT can be
done in a variety of ways. This section features a discussion of one of the methodologies for combining blockchain
and IoT in a layered architecture. There are four layers in the simple layered blockchain with IoT architecture. [53].
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Fig 5. IoT with blockchain Architecture.
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4.3 Blockchain with IoT Implementation
The first item used for financial transfers and computerized cash was blockchain, which allows all central points in
the block-chain network to conduct and manage transactions. By then, the block-chain is made up of various rooms,
hence the enormous advantages it provides. The Internet of Things is one of these territories. Combining block-
chain technology with the Internet of Things will offer limitless advantages to a variety of IoT applications. [54]
[55].
4.4. IoT with Blockchain Recent Studies
Coordinating blockchain innovation with IoT is one of the most pressing challenges that has drawn the attention of a
variety of experts to help solve the challenges of concentrated IoT tech. Some exams, for example, have adopted
blockchain as a conclusive solution to the loT framework's security and privacy problems. Khan and Salah [64], for
example, discussed an IoT audit and the security problems associated with layered IoT models. The developers then
separated the IoT framework's security requirements from cutting-edge arrangements. The paper also presented
blockchain technology as a critical tool for determining the majority of the IoT system's security problems. In
addition, Polyzos and Fotiou [41] discuss the blockchain's engineering capability and examine the [oT framework's
protection requirements and how coordinating the IoT with the blockchain will address these security issues. Its
foundation allowed for continuous verification and control between the end user and the device. The use of
blockchain technology was proposed as a way to provide a more effective and powerful access management system.
The development network has also embraced blockchain. Rejeb et al. [71] did research on the arrangement of
blockchain innovation with IoT and the expected advantages of this combination in the inventory network space.
Likewise, they talked about the effect of blockchain on the main highlights of the IoT structure. Some experts have
provided efficient written research to help the user obtain accurate information on certain exploitation issues. For
example, Conoscenti et al. [60] conducted an efficient newsroom audit to collect data and information about the
current jobs in blockchain innovation to approve its ability to provide better security, obscurity and flexibility over
existing advances. They have ranked the new blockchain workers. Similarly, Abadi et al. [74] performed a thorough
handwriting audit in blockchain-IoT coordination. Various experts conducted audits and provided overviews in
order to investigate the intersection of blockchain and IoT. The dedication of the late exams that examined the
blockchain's reconciliation with the IoT is summarized in Table 5.

Table 5. A summary of recent research on blockchain integration with IoT.

Citation Contribution Summary
Salah and Khan [16] ﬁlelr(r)lok at IoT protection problems and how blockchain can deal with the bulk of
Wang et al. [63] A look at the effect of blockchain technology on IoT applications.

A look at the IIoT's security concerns. The authors have spoke about how

Sengupta ct al. [38] blockchain can help with these problems in the IIoT.

A basic overview of the basics of IoT and blockchain, as well as how to combine the

Thakore et al. [64] two to achieve greater results.

To boost protection and privacy, a lightweight blockchain-based architecture for

Patil etal. [52] smart greenhouse farms was proposed.

To boost stability, accountability, and productivity in agriculture, a system for using

Dogoetal-[53] blockchain was proposed.

To fix the power problem in IoT devices, a platform based on the Ethereum

Kadam and John [46] blockchain was proposed.

To have a secure and private IoT scheme, a blockchain-based lightweight

Dorri et al. [40] architecture for IoT was proposed.

Examined the advantages and drawbacks of the integration of IoT and blockchain

Maroufi et al. [67] technology

Examined the benefits and drawbacks of the integration of IoT and blockchain

Alamri et al. [68] technologies.

To fix IoT protection and privacy problems, a blockchain-based access management

Dukkipati et al. [47] model was proposed.

An analysis of the core elements needed to combine blockchain with IoT was

Lao et al. [69] presented.

Polyzos and Fotiou [41] An analysis of blockchain's ability to address IoT security issues was given.

. An analysis of the integration of distributed ledger technology and the Internet of
Atlam and Wills [2] Things framework was discussed. They have looked at blockchain and its key
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benefits and drawbacks in relation to the IoT scheme.

For the IoT system, a blockchain-based distributed access management system was

Novo [48] proposed.

Proposed a blockchain-based integrated IoT network to ensure the data privacy of

Hang and Kim [59] data obtained from sensors.

To achieve a trusted and distributed access model for the IoT framework, a smart

Zhang etal. [57] contract-based access management model was suggested.

Section 5:

5.1 Blockchain as an assistance for the IoT

Blockchain, as an innovation, can offer a layer of support that makes it easier to integrate the IoT design as
previously described in Figure 5. Blockchain innovation and its highlights can be implemented on any computer
domain, not simply in cryptocurrency, to fund multiple business by killing centrists and lowering costs. Blockchain
can be used for various IoT implementations while distributed computing can provide its users with different
management resources such as Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a
Service (IaaS) [75]. This is known as Blockchain as a Service (BaaS). BaaS focuses on designing, handling,
promoting, and exploiting numerous blockchain engineering highlights across distributed computers, such as
masterpieces, unaltered design, sealed, and distributed archives. As a consequence, based on the distributed
computer system, blockchain will have diverse management. These panels would be needed for fog centres (IoT
devices) to benefit from the highest levels of blockchain advancement in IoT mode. For IoT devices, BaaS may be
introduced as PaaS or, more likely, as SaaS. While it is costly to incorporate blockchain as a requirement because it
necessitates considerable expensive equipment to build a network and implement distributed innovation, it is worth
it. [76]. BaaS is currently promoted by platforms such as Amazon, Microsoft Azure, Oracle, IBM Blockchain. The
BaaS design is shown in Fig 6.
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Section 6
6.1 Future scope of IoT with Blockchain
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Although integrating IoT with the blockchain has several advantages, it also raises many issues that should make
plans to take full advantage of the two advances. This section provides an overview of future IoT research using
blockchain innovation.

Section 7

7.1 Conclusions

With some of the difficulties introduced in the incorporated IoT design, it might be the right decision to incorporate
IoT into one of the newly released innovations. Among the basic elements of a progression contribution is a
blockchain. It uses a distributed methodology that conveys better productivity and releases a single level of
disappointment. In addition, blockchain conveys better security and respect for information with sealed and durable
highlights. Coordinating blockchain with IoT can solve issues in an IoT focused framework and provides an
appropriate approach to future events. Thus, the aim of this article was to talk an exhaustive conversation about
aligning the IoT framework with blockchain innovation. Following an overview of the IoT and blockchain premises,
the paper went into detail on harmonizing the IoT blockchain by demonstrating how blockchain solved IoT
problems. There are also several recent reports on the IoT blockchain. The blockchain as an IoT assist is then
analysed in order to demonstrate how various aspects of blockchain engineering can be applied to various [oT
implementations. This was generated by examining the effects of Al on IoT and blockchain. To that end, the
potential quest instructions for IoT were discussed using blockchain.
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