Journal of University of Shanghai for Science and Technology ISSN: 1007-6735

Cryptography based Internet Security ATM System
using Fingerprint for securing PIN

Richa Agrawal ™, Dr. Brajesh Kumar Singh ™ Dr. Lavkush Sharma®!

['M. Tech.Scholar, ™ Professor, C.S.E. Department, R.B.S. Engineering Technical Campus,
Bichpuri, Agra, U.P., India, B Associate Professor, C.S.E. Department, R.B.S. Engineering
Technical Campus, Bichpuri, Agra, U.P., India

ABSTRACT

Today, ATMs (automated teller machines) are used in a variety of ways, including: you can
withdraw cash, transfer cash, check your balance, get an account summary, and more. The
main component here is security, to maintain the security we prefer cryptography and
biometrics. Cryptography is a state- of-the-art technique for increasing security. Using
cryptography and biometrics together creates a bio cryptographic system. Since the private
key is an important component of encryption, here one is the main task to secure the private
[1] key. To overcome this issue, we use a biometric fingerprint image. However, biometrics
cannot protect anyone's fingerprint template because of the many suspected attacks.
Therefore, we use a fuzzy vault system that combines cryptography [2] and biometrics [4] to
ensure that only authorized users can use their passwords and PINs with the legal data.
Keywords: Biometrics, Cryptography, Fuzzy vault system, IP security, Java Applets.

1. INTRODUCTION

In today’s era, we have three security goals called CIA: Confidentiality, Integrity and
Availability. However, our security will be becoming challenging that time when any
intruder tries to create some noise or try to induce the error bits. Today's era requires reliable
data protection and identity management mechanisms. Cryptography is one of modern
techniques which provide security. There are two types of attacks that impostors do, in the
passive attack the intruder can steal the information but in the active attack the intruder can
modify the details of the user. We use encryption technigues on one side and decryption [1]
at the other side to prevent such kinds of frauds. We have techniques like: traffic Padding,
Digital signature, stenography, encipherment, access control etc.

We have two types of keys to prevent these fraudulent activities mentioned in the below
figures:

—p Enenptin ——— . Deayptica ——»
Plain text Ciphertext Original 1ex1

Figure 1: Symmetric Cryptography
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Figure 2: Asymmetric Cryptography

Symmetric key cryptography it is also called known as secret key cryptography. We use one
secret key at both the ends as illustrated in figure 1. On the other hand, figure 2 depicts the
asymmetric key cryptography, we use two keys: public at one end and private at another end.

There is an RSA algorithm for asymmetric key cryptography that builds the mathematical
foundation; on the other hand we use DES and AES algorithms in the symmetric key
cryptography which tells about the substitution and permutations of the information bits.

RSA is more complex than the DES and AES however it provides more security than the
DES and AES.

Furthermore, if we needed the higher security then the keys could be random, unique and
long so that the inducer can’t identify the pattern of the key. However, this makes it difficult
for users to remember such long keys, so they need to be stored on computers, mobiles, smart
cards and so on. Therefore, you can get the key through pass code protected data. Pass codes
could easily be guessed, identified and shared. Biometric property is something which has the
physiological and behavioral characteristics of an individual's identity. Biometrics uses
human fingerprints, irises, faces, and veins. Biometrics uses the user's fingerprint pattern and
IS more secure than password-based authentication because each user has a unique pattern.
We use biometric authentication and cryptography for information security. However, now
the intruder steals the fingerprint pattern by the attack and they are replacing their pattern to
access the information.

Thus, biometrics and cryptography each have their strengths and weaknesses, and to
overcome this problem, a bio-crypto system that combines cryptography and biometrics to
provide a high level of security is realized. Fuzzy Vault uses both biometrics and
cryptography together. Today, people have multiple ATM pins and passwords in multiple
accounts, and to protect these pins and passwords, the new fuzzy vault system is a system that
works with both biometrics and encryption.
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Figure 3: Key binding mode of bio cryptosystem.

In key binding mode as per figure 3, firstly the key will be generated by the RSA algorithm,
and public key will be combined with the biometric query and with the user’s PIN. When all
three entities will be combined then the system will be more secure and only the authorized
user can access the ATM.

However, to enhance the security of the cryptography keys, we will use the Internet Security
protocol which is divided into two parts: Authentication header and Encapsulation security
protocol. Likewise, we will use the encryption algorithm in the ESP protocol and
authentication protocol in AH. At a time, when both will be approved, we can get the
Identifier in domain of Interpretations (DOI). Hence, our system will be completely secured
and no intruder can hack the user’s personal data.

Figure 4: Variation of the fingerprints.
Figure 4, represents two dissimilar images of the same finger on two distinctive days. Due to

translation, distortion, and rotation, the position of the feature points will be different in both
images. Since key release is easy to implement however the security of biometric templates is
the main thing. Biometric template can easily be stolen, once the template is stolen, it is
impossible to revoke hence if we compare all three modes, it turns out that the key binding /
generation mode is highly safe than the other, but it is not easy to contrivance due to large
unpredictability of fingerprint pattern.

2. LITERATURE REVIEW
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Many researchers have been working on bio cryptographic systems. Juels and
Wattenberg[11] were used to hide secrets using a set of biometric data, but worked with an
ordered set. If work is presented on an unordered set or a noisy system, the system will either
fail or the idea will be rejected.

Juels and Sudan[3] have adapted this old method of fuzzy commitment to present a bio
crypto system. This fuzzy vault system provides protection for each of two secret keys and
biometrics. Therefore, bio crypto systems, unlike fuzzy commitment systems, work with
unordered datasets. They both are joined and put in the vault. C and G are added together to
maintain the security of the biometric data. That secures the Secret Key S and fingerprint data
of the user from the Intruder.

Figure 5: Encryption of fuzzy vault for fingerprint

Here we can see can see in figure 5 that at the time of registration, private key K is hooked
by U. Whereas U is a disordered pair of genuine points G selected from a personal
fingerprint design. The polynomial [5] P is created by encrypting private key S. P is
measured by all elements. Now to unlock the vault, the user’s need to supply the query
biometric template Q’. By this Q’, another un-ordered pair of genuine points G' is selected.
Therefore, many numbers of genuine points and chaff points are stored in vault V. If the
genuine points G' and G overlap each other and the secret is decoded, the polynomial can be
reconstructed.

This system is called fuzzy. That means anything which is faulty and untruthful. Biometric is
known as fuzzy since the templates of the identical person and even of the same fingers are
not similar.

Ratha et. Al[23] proposed different techniques of cancelable template generation as if the
original template will be used in one application and that application will be compromised
then the other applications will also be compromised. Hence, to overcome this problem, they
proposed the technique of cancelable template of the biometric pattern of the user. Cartesian
transformation technique is used to displace the original location of the minutiae with the
help of mapping Matrix. By this same transformation function with a different
transformation key can be generated a new cancelable template of the same finger.
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N. Lalithamani and K.P. Soman[20] also approached the technique of cancelable
template. They calculated the distance between two minutiae points and unique
distances are considered. They stored the distance as a vector. Also, they applied
another approach called discrete exponential function. There are two coordinates (x and
y) and the next prime number of each vector is computed and stored in another vector.
If the resultant vector would be prime that would directly append to that vector, the
next prime number will append to the third vector.

Hao et al. [24] Proposed an approach to combine the cryptography with Iris, in their
approach a random key is generated by the iris and the key is encoded with error
correction codes. This encrypted key is XORed with the iris image to lock the
reference code with encoded key and the locked iris key is being stored in the smart
card. Now a new query iris code is generated and it's XORed with the locked iris key
and stored in the smart card. They are able to extract 140 keys correctly with 0.47 %
FRR and 0% FAR.

S. Dutta et al[21] proposed an approach to create a cryptography key from the
biometric data. In this method, fingerprint data of sender and receiver are shared
without transformation and the 128 bits long cryptographic key will be generated.
Hence, at the sender's end the key will be generated and it will be transmitted at the
receiver's end with the encrypted message. Hence, the data will be secure and cannot
disclose to each other.

3. PROPOSED SYSTEM

The below diagram shows the overall proposed fuzzy vault system based on cryptography
and biometric. It is completely based on the encryption and decryption and fingerprint
template.

System Description: To maintain the confidentiality of the pin and password of the user, we
will combine the cryptography keys and fingerprint together that create a fuzzy vault system
as illustrated in figure 6.
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Figure 6: Proposed system block diagram Algorithm design steps:

First, we will generate a key with the help of RSA algorithm for the encryption with the help
of two prime numbers.

Steps: Choose 2 prime numbers m & n.
1. Compute: r=m*n
Q(r)= Q(m) x Q(n) (Euler totient function)
= (m-1) x (n-1)
2. Choose e; 1< e < Q(r), co prime of Q(r) O (e, r) = public key
3. Determine, s as e*s=1 mod Q(r) s= 1/e mod Q(r) (s is multiplicative inverse of e)
4.0 (s, r) = private key

5. D=(Q(r)x I) +1/e (e*s=1 mod Q(r))

Once the key will be generated, user will enter his 4 digits pin number, the public key
will be combined with the user’s pin and the process of encryption will start. After the
security checks, if the pin would be correct then it will further proceed and user needs
to put the fingerprint data in the system.

If all the data would be correct, the process will be continuing for the decryption. If
security checks fails then user needs to enter their pin again, the process will be
continuing till the user can’t enter the correct pin.

Same process will start for the decryption and private key will be generated for the
decryption, now once the user will enter his 4 digits pin then the decryption process
will start, if in the security checks the fingerprint data and the correct pin
would have been entered by the customer, the user will be able to withdrawal the
money from the ATM otherwise it will be access denied.

We will here use the RSA algorithm for generation of public and private keys for the
encryption and the decryption process. The system will be highly secured from the
attackers and we added the fingerprint and keys both as fingerprint of the user will be
unique of every user.

Here he main question here arises that how can we secure our cryptography keys and
fingerprint data. So that, the attacker cannot hack the secure keys.

To maintain the security of the cryptography keys, we used Internet security
protocols. That is divided into two parts: Authentication header and Encapsulation
security protocol as shown in the figure 7.
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Figure 7: IP security Architecture

In Authentication protocol, it decides whether the authorized user is accessing or not. In the
Encapsulating security protocol, we can use the Encryption algorithms like DES, AES and
RSA. Hence, which authentication and encryption algorithms are approved, we can get the
Identifier in domain of interpretations (DOI). Once is the major module here is the key
management which manages the key. Therefore, keys can be handled by the two ways: IPSec
key command is the manual way and the second way that is automated way is Internet key

exchange (IKE) protocol.

4. COMPARATIVE ANALYSIS ANDDISCUSSION

Table 1: Comparison of RSA, AES and DES

Factors RSA DES AES
Created by In 1978 by In 1975 by In 2001 by Vincent
Rivest, Shamir, IBM Rijmen, Joan
and Adleman Daemen
Cipher Type Asymmetric Symmetric Symmetric
Key Length >1024 bits 56 bits 128, 192,
or 256 bits
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Known Factoring the Brute Forced, Side Channel
Attack public key Linear and Attack
differential
cryptanalysis
attack
Block Size Minimum 512 64 bits 128 bits
bits
Simulation Faster Faster Faster
speed

Table 1, represents the comparison of AES, DES and RSA, we can determine the strong
algorithm on the basis of security level.

DES: Security is the major concern in the DES algorithm due to 56 bit key length, the
security of the DES algorithm can be easily cracked by the brute force, linear and
cryptanalysis attack.

RSA: We will generate the public and private key with the help of RSA algorithm, it will
take more number of bits than DES and AES algorithm, finding the public key with the help
of two prime numbers, we will use the Euler totient function to determine the keys. But,
basically it is not possible to find the key because of the polynomial time hence it proves that
RSA is a strong algorithm.

il
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Figure 8: Computation time values

As illustrated in figure 8, we can compute the time values with the help of file size in bytes,
for the various file sizes; we are getting the different values of DES, AES and RSA. DES is
taking the maximum time in comparison of RSA and AES however it is the minor time
difference between the AES and RSA.
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o, EXPERIMENS & RESUL TS

The proposed system is implemented by the Java applets and swing packages. We have
inserted a fingerprint sensor in the system and when the

AES: AES algorithms provide the highest security level as we can use the key length up to
256 bits also it performs the same operations like RSA arithmetic operations however it
could be mathematically inverted. The security of the key depends upon that how much time
and cost it will take to identify the key by the imposter. No attack can crack the security of
the AES algorithm.

customer will try to touch the sensor to put his fingerprint image that will be bind with the
cryptography keys and with the unique pin if all the necessary conditions will be matched
only then the user can access the ATM.

The combination of cryptography key, user’s secure pin which he can get from the financial
institution and fingerprint image of the user create a fuzzy vault system as per figure 9.

2 = men )

Cryptograpay key Enter Pin

Fingerprint Image

Figure 9: Fuzzy Vault System

In the Initial phase, the public key will be combined with the customer 4 digits Pin, the
public key will also be the 4 digits as same of pin digits, hence the encryption process will
starts and if after the security check all the data will be matched then it will proceed further
and system will check the fingerprint module of the user as well. If the valid fingerprint
would be there then it will start decryption phase and user will be able to access the ATM
successfully else access denied will occur.

The verification of the valid or authorized user is depicted in figure 10. Here, public key will
contain the same number of digits as the user’s pin or password. If data will be matched, user
will be accessible or the user will be valid user.
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Public Key (9812 |

Enter 4 digits Pin |1156 |

Fingerprint sensor | |

Result |Va|id user |
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Figure 10: Verification of the valid user.

£

Public Key 34563
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|

Enter 4 digits Pin |E.‘-"55 |

Fingerprint sensor | |

Result |Irwa|id user |

Submit back

Figure 11: Invalid user after security check

If in the security checks, the authentication is failed the user will not be able to access the
data as shown in the above figure 11.

6. CONCLUSION & FUTURE WORK
Traditional fuzzy commitment system was unable to secure the data, hence we modified the

system and used cryptography and biometric together to secure the authentication process. We
were facing some issues to maintain the security of the biometric traits hence we used the
crypto biometrics to maintain the safety of the fingerprint data here we used the dummy
fingerprint modules of few patterns of the users. Also to provide more security of the
cryptography keys, we used internet security protocol.

Now it is impossible to guess or break the key within a specific time period. If the attacker has
both cancelable templates, the attacker can generate a key. The sender’s fingerprint data is
shared in an encrypted format and requires a real recipient fingerprint and private key to
decode it. Recipient fingerprint data is not shared over insecure channels. The key is not saved
and is not sent to the recipient. Therefore, this approach protects key management.

User can get the pin or password from the financial institution that is a secure password but
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also our system will fails if a intruder hacks the customer phone number, they can change
user’s pin and can verify their data with the help of the user personal details. Hence, in future
we can design a system that will secure the user’s pin and OTP.
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