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Abstract—The VANET architecture is highly dynamic due to 

the constant movement of vehicles, which complicates routing 

and data scheduling for high-speed communication. 

Incorporating security measures further adds to the complexity, 

often leading to increased delays and decreased throughput. 

To tackle these challenges, the proposed system focuses on 

reducing the overhead of key generation and utilizes a fog 

computing platform combined with lightweight encryption 

techniques. Specifically, the Batched Eagle Spotting 

Optimizer (BESO) algorithm is employed for efficient route 

selection, optimizing parameters like packet transmission 

timing and hash-based key creation. For security, a 

lightweight encryption method called ROTR is used, enabling 

faster data transmission by generating smaller keys. Overall, 

the integrated BESO-ROTR approach enhances routing 

efficiency and security while minimizing processing delays, 

with performance validated through metrics such as packet 

loss, transmission success, and throughput in high-mobility 

VANET environments. 

 

Index Terms—Vehicular Ad-hoc Network (VANET), 

Batched Eagle Spotting Optimizer (BESO), and Key 

pattern generation.  

 

I. INTRODUCTION 

 

Incorporating fog computing into VANETs plays a crucial 

role in enhancing the overall efficiency of data transmission 

within the network. By positioning computing and storage 

resources at the edge, near the vehicles, the system reduces the 

time it takes to process and analyze data, leading to lower 

latency and quicker decision-making. This localized 

processing allows vehicles to communicate more rapidly and 

securely, minimizing delays that are common in centralized 

cloud-based architectures. The fog layer acts as a vital 

intermediary, managing data, performing computations, and 

handling services locally before transmitting information to 

the cloud when necessary. This setup not only accelerates data 

transfer but also helps in maintaining secure and reliable 

communication, even in highly dynamic environments where 

vehicle positions and network conditions constantly change. 

Overall, this architecture makes VANETs more responsive, 

scalable, and capable of supporting high-speed data exchange 

essential for safety applications and intelligent transportation 

systems. 

 
Fig 1. VANETs Architecture 

 

 In this Fig 1, the architecture of the VANET model was sub-

divided into 3 stages such as, cloud environment, Fog 

computing and the end-user of vehicle nodes. The nodes are 

connected to the RSU unit to retrieve data from the cloud to 

local system while at the dynamic network structure. The Fog 

computing and the other controllers are done in the RSUC unit 

that controls the flow of data transmission to the nodes and 

cloud storage. Here, the data security can also process under 

the controlling unit which forms the secure network 

combination. The RSU placement and the structure are 

referred to route the vehicle nodes based on the position and 

coverage size. In that, some of the protocol used for routing 

model such as Adaptive Data Dissemination Protocol (AddP) 

[1], intelligent forwarding method [2], Random Fire-Fly [3], 

map-based relaying algorithm (MBR) [4], adaptive beacon 

generation rate (ABGR) [5], etc. are implementing the optimal 

feature selection for routing path identification with the 

network security problem.  

 From these arrangement, to achieve the better transmission 

rate and to improve the throughput parameters in the network 

formation, the routing path selection needs to select with the 

best optimal path that is leads to best matching with the 
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parameters that are related to the packet transmission. This can 

also combine with the Fog computing technique to enhance 

the routing experience and enhance the high speed packet 

transmission. This was enhanced in the proposed technique 

based on the batching process of optimization algorithm to 

achieve the parameters range. The network security in the 

proposed architecture are can be achieved by using the light-

weight key generation model and the hashing key pattern to 

enhance the speed of performance and the secure data 

transmission rate. 

 The objective of the proposed model of optimal routing and 

the VANET security are can be listed as 

 To estimate the network properties and the node 

characteristics for optimal path selection and 

routing system in VANET. 

 To perform the optimal selection of best routing 

path by using the Batched Eagle Spotting Optimizer 

(BESO) Algorithm that works batch process of the 

particles for each iteration of time count. 

 To identify the most effective routing paths, 

relevant network features such as node location, 

velocity, and link quality are analyzed and weighted 

to select an optimal route that minimizes overall 

transmission cost. 

 Network security is improved by dynamically 

generating encryption keys at fog nodes based on 

recent network parameters and patterns, thereby 

reinforcing data protection through intelligent key 

pattern extraction integrated with fog computing 

capabilities. 

 For rapid and secure data transfer, a lightweight 

encryption method employing a ROTR-based 

rotation cipher is utilized, offering high-speed 

performance while maintaining data confidentiality 

through efficient, minimal-overhead encryption. 

The full description about the proposed architecture and the 

algorithm descriptions are explained in the following sections. 

According to that, the survey of various types of network 

security system and the routing protocols are explained with 

its merits and demerits in section II. the BESO and the ROTS 

based secure optimal routing protocol are explained in the 

section III. The simulation parameters and the performance 

validation of the proposed model with the comparison chart 

and the table results are described in the section IV. Finally, 

the conclusion of proposed model was justified and the future 

work are presented in section V.  

 

II. RELATED WORKS 

The reviewed works encompass various approaches aimed at 

enhancing routing efficiency[6], security, and privacy in 

VANETs. Many algorithms, such as the weighted inertia-

based dynamic virtual bat algorithm (WIDVBA) [7], have 

demonstrated the ability to optimize route selection processes, 

thereby reducing unwanted data flooding and improving data 

delivery, especially in dynamic network topologies. These 

protocols significantly contribute to maintaining efficient 

communication within high-mobility environments. 

On the security front, multiple schemes have been developed 

to safeguard data integrity and user privacy. Techniques like 

batch verification with certificate-less ring signatures [12], 

identity-based encryption models [16], and blockchain-based 

edge computing [17] offer robust mechanisms to prevent 

attacks and ensure data authenticity. Additionally, trust 

management frameworks [20, 21] are employed to detect 

malicious activities, such as DOS or DDOS attacks, thereby 

strengthening the overall security posture of VANETs. 

However, these algorithms also bear notable limitations. Many 

security schemes, particularly those involving cryptographic 

operations and blockchain consensus, tend to introduce high 

computational overhead, which can lead to delays and 

increased resource consumption incompatible with the fast-

paced environment of VANETs. Scalability is another critical 

issue; protocols like OLSR with multipoint relay schemes [18] 

may struggle to maintain efficiency as network size increases. 

Furthermore, despite these advancements, vulnerabilities[19] 

such as privacy breaches and attack exploitation remain, 

especially when security mechanisms are resource-intensive or 

not fully integrated. Lastly, most existing algorithms are 

optimized for static or semi-dynamic scenarios, making their 

performance less effective in real-world VANET[20][21] 

environments where topology changes rapidly and 

unpredictably. These constraints highlight the necessity for 

developing more lightweight, adaptive, and scalable routing 

and security solutions tailored specifically for high-mobility 

VANET applications. 

III. PROPOSED METHODOLOGY 

The proposed system enhances VANET performance by 

integrating the Batched Eagle Spotting Optimization (BESO) 

algorithm with fog computing to efficiently identify the best 

routing paths amidst high vehicle mobility. BESO evaluates 

network parameters such as node velocity, delay, and packet 

loss through an iterative, batch-based process that quickly 

converges on optimal routes. By leveraging fog nodes near 

vehicles, the system performs real-time analysis and route 

selection, adapting swiftly to the dynamic topology and 

ensuring minimal transmission delay while maximizing 

throughput and packet delivery ratio. This approach addresses 

the challenges of rapid topology changes and resource 

constraints in VANETs, enabling reliable high-speed data 

transmission.For security, the system employs a lightweight 

ROTR encryption model that reduces encryption and 

decryption complexity by generating smaller, dynamic keys 

based on hash patterns and randomization. This encryption 

scheme, combined with fog computing, facilitates fast and 

secure data transmission without adding significant overhead, 

making it suitable for the high-speed requirements of 

vehicular networks. By integrating optimized routing with 

efficient cryptography, the methodology ensures data 

integrity, privacy, and low latency, providing a robust solution 

for simultaneous high-speed communication and security in 

highly dynamic VANET environments. 

A. Batched Eagle Spotting Optimizer, 

B. Random Off-The-Record. 
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Fig 2. Overall flow of the proposed system 

 

A. Batched Eagle Spotting Optimizer 

 

The BESO algorithm is designed as a multi-objective 

optimizer that balances parameters such as transmission time 

and packet loss to select the most efficient routing path in 

VANETs. By incorporating fog computing into its objective 

function, the algorithm leverages edge-based processing to 

achieve better computation efficiency compared to traditional 

distance-based evaluation methods. It evaluates network 

conditions at each iteration to identify the convergence point, 

specifically targeting routes that minimize packet loss. The 

optimal path is determined by the convergence curve reaching 

the lowest packet transmission loss, ensuring reliable and swift 

data delivery across the highly dynamic vehicular network. 

The detailed step-by-step procedure and mathematical model 

of the BESO algorithm are provided in Algorithm 1, 

illustrating its systematic approach to real-time route 

optimization. 

 

Algorithm 1: BESO algorithm 

Input: Node array,   *         + and Fog parameters 

    *         + 

Output: Best nodes selection with enhanced speed 

transmission.Inputs include an array of nodes and fog 

parameters. 

Step1:Iterative Optimization Process: 

The outer loop runs until the maximum number of iterations 

(max_Iter) is reached or convergence is achieved.For each 

iteration, multiple particles (candidate routes) (q) are 

evaluated. 

Step 2:Calculations for Each Particle: 

Transmission time is calculated based on current network 

parameters.The time taken for each node (via a time cycle) 

and packet transmission over time samples are 

evaluated.Response times and packet counts per fog node 

(FOG) are computed, considering the number of nodes (NT) 

and service rate (SR).The average and total packets are 

derived from these calculations.Upper and lower limit fog 

nodes are estimated based on packet series and resource 

utilization. 

Step 3:Path Selection: 

Potential routing paths are collected from the lower to upper 

limit fog nodes. 

Paths are sorted based on resource utilization and packet 

sizes. 

Additional iterations adjust the parameters (angle difference 

calculation) for the upper limit fog nodes, selecting the best 

candidate path. 

Step4: Evaluation and Convergence: 

The fitness value (e.g., based on transmission delay or packet 

loss) is calculated.Particle positions are updated (i.e., 

candidate paths are refined).The best route candidates are 

assigned based on utilization. 

Step 5:Convergence Check: 

The standard deviation of the particles‘ positions is 

computed to estimate the convergence point. 

If the system's performance measures indicate convergence 

(e.g., minimal packet loss or delay), the process terminates; 

otherwise, it continues. 

This process enables dynamic, real-time selection of optimal 

routing paths in VANETs by balancing transmission 

efficiency and resource utilization, leveraging fog computing 

for edge processing. 

 

 

 Let the initial coordinates of the particles are initialized as 

  .        (         )        (1) 

 In the optimal routing protocol, the parameter update 

and weight value are derived from the transmission time, 

which is mathematically represented by equation (2). This 

equation likely relates to the transmission time between nodes, 

incorporating factors such as sending time and fetching time, 

to optimize routing decisions based on these temporal 

parameters. 

   ( )    ( ( ))    ( ( ))    (2) 

    Where,    – Sending time 

       – Fetching Time 

             // Index of nodes list 

             // Index of FOG list. 

From this, the parameter extraction allows the calculation of 

the average packet transmission time along that temporary 

path, as described by equation (3). This involves measuring 

the total transmission duration across the selected route, 

considering factors such as node processing and link delays, to 

evaluate the efficiency of the path in terms of data transfer. 

(3). 

                       
∑  (  )( )
 
   

       
  (3) 

 Since, the objective function based on the Fog computing  

in equation (4). 

 (    )  
  (   )

  (     )
    (4) 

 From this, the upper limit and the lower limit of the particle 

update can be validated and assigned to the relevant 

parameters are can be estimate by (5). 

    ( )  {
 ( )            ( ( )    ( )

                   
   (5) 

    ( )  {
 ( )            ( ( )  ( ( )   )

                               
  (6) 

Where, S(j) – Maximum size of each FOG. 

B – Boundary limit of FOG. 

UL – Upper-limit of FOG. 
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LL – Lower-limit of FOG. 

Validation of similarity matching with the parameters that are 

relevant to each factor. This can be represented as in the 

equation (7). 

        (   )  
   (  )

     
   (7) 

Where,  

  – Similarity constant to find the boundary limit. 

 The similarity can be identified by using the cosine 

similarity index between the parameters. 

           (   (  )  
    

(|    ||    |)
)  (8) 

 The fitness value of the overall optimization function for the 

particles update was calculated by the ratio of Average data 

samples to the time required to transmit the data as in (9). 

    
 

     
         (  )   (9) 

 Then from the ‗ ‘ parameter estimation, the convergence 

point can be find and select the best path as in (10). 

  √
 

 
∑ (    )

  
        (10) 

Where,  

   
 (    )

∑   
      ∑    

 
       (11) 

 From this parameter validation, the best routing path was 

selected in the VANET architecture and it was ready for the 

data transmission with enhanced speed of operation. 

 

B. Network Security using ROTR 

 

 From the optimal routing system, the best path is to transmit 

the data with higher the transmission rate. Then to secure the 

data transmission with reduced size of data and the efficient 

key management, ROTR model of pattern generation 

technique was used to perform the light weighted hash pattern 

extraction. This design of data encryption system focused on 

the higher transmission quality and the better delivery ratio. 

Compare to the traditional model such as AES, DES, ECC and 

other types of encryption techniques, the key size was 

managed and the size was optimally used according to the 

properties of data streams that are to transmit over the network 

structure.  

 The detailed steps for the ROTR based data encryption 

model was described in the algorithm 2. 

Algorithm 2: Random Off-The-Record (ROTR) 

Input: Data input,    
Output: Encrypted Result   . 

Step 1:Initialize Data Packet Loop 

For each data packet, where ‗n‘ is the total number of data 

packets or data chunks: 

 

Step 2: Process Each Resource 

For each resource involved in transmission: 

 

Step 3:Calculate Key Pattern 

Generate a random weight value for each related parameter 

of the data structure. 

Use these weights to compute the key formation pattern, 

which will influence encryption. 

 

Step 4:Manage Data Bins 

While there are key bins available in the current data set: a. 

Find Data Bins 

Identify the bins of data samples based on their timestamps 

or time-related parameters. b. Select Key Bits 

Determine the appropriate key bits for encrypting the current 

data samples. c. Assign Coordinates 

Map or assign coordinates for these key bits within a random 

sequence. d. Zero Out Irrelevant Bits 

Set bits that do not contribute to the pattern to zero, 

optimizing the key size and pattern. 

 

Step 5: Update Parameters 

After processing each resource, update relevant parameters 

for all resources to adapt to the new key patterns and data 

states. 

 

Step 6:Encrypt Data 

Perform XOR operation between the data and the generated 

key to produce the encrypted data packet. 

 

Step 7: Continue this process for all data packets and 

resources to ensure complete secure data transmission. 

 

This stepwise breakdown facilitates understanding of how 

key patterns are dynamically generated and applied for 

lightweight encryption in high-speed VANET environments. 

 

 

IV. RESULTS AND DISCUSSION 

 

 The simulation results and analysis of the proposed 

VANET routing system were conducted to evaluate and 

compare key performance parameters, specifically Packet 

Delivery Ratio (PDR) and delay rate, against existing routing 

protocols and security mechanisms. These parameters serve as 

indicators of throughput and the efficiency of packet 

transmission within the VANET architecture. The simulated 

VANET topology, depicted in Fig 3, comprises fog nodes at 

positions {2, 7, 12, 17} serving as connection points, and 

access points located at nodes {3, 10, 19}. The entire 

simulation was implemented using MATLAB/Simulink 

(version R2011b), and the results derived from data 

transmission structures demonstrate the Quality of Service 

(QoS) achieved by the proposed model in the network. The 

parameters that are considered for the comparison are can be 

listed as 

1. Packet Delivery Ratio % (PDR), 

2. Packet Loss Ratio % (PLR) and  

3. Average Delay (ms) 

 

A. Packet Delivery Ratio 

 The Packet Delivery Ratio (PDR) of equation (12) in 

VANET simulations measures the effectiveness of data 

transmission, indicating the percentage of packets successfully 

received at the destination relative to those sent by the source. 

It is calculated by taking the ratio of received packets to 

transmitted packets, as expressed in equation (12), and then 

multiplying by 100 to convert it into a percentage. A higher 

PDR reflects more reliable communication within the network. 
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      (12) 

 The line graph in the Fig 4 and 5 shows the comparison 

result of proposed model with the other existing models of 

VANET routing system from [22] and [23] respectively. 

 
Fig 4. PDR analysis from [22] 

 

 This was also represented in the table result to find the 

linearity of this parameter and validate the performance of 

proposed routing model. The results are evaluated for the 

various number of node sequences such as {50, 150, 250, 350, 

450}. This parameter refers the quality of data transmission by 

the proposed work with minimum amount of data loss than the 

other routing model. 

 

Table 1. Comparison of PDR for the dynamic vehicle nodes 

from [22] 

Number 

of nodes 

Packet Delivery Ratio (%) 

PPAS ASBV CPAS PDS-QF Propos

ed 

50 99 99.2 99.8 99.8 99.82 

150 98.2 98.44 99.48 99.55 99.7 

250 97.15 97.1 98.13 99.08 99.25 

350 95.55 95.7 97.04 98.45 98.8 

450 94.6 94.93 95.2 97.91 98.25 

 

Table 2. Comparison of PDR for the dynamic vehicle nodes 

from [23] 

Number 

of nodes 

Packet Delivery Ratio (%) 

EIB CPAS ABAKA SAES Proposed 

50 99.48 99.9 99.58 99.75 99.9 

100 99.07 99.65 99.4 99.52 99.785 

150 98.5 98.2 98.91 99 99.15 

200 98.15 97.45 95.75 97.96 98.25 

 

 
Fig 5. PDR analysis from [23] 

 

B. Packet Loss Ratio 

 The BESO-ROTR based optimal routing system achieved 

the better transmission rate by referring the packet loss ratio. 

This parameter is to calculate the amount of packet that are not 

able to reach the destination which may failed to data loss. 

This is interpreted as in the equation (13). 

                    (13) 

 

 
Fig 6. Packet loss ratio analysis from [22] 

 

The Fig 6 and 7 shows the graphical representation of linear 

line plot with the comparison of PPAS, CPAS, ASBV and 

PDS-QF methods of routing and security system in the 

VANET architecture. In that graph results, it shows that the 

proposed work achieved less packet loss than other methods. 
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This was also shown in the Table 3 result for the nodes from 

50 to 450 number of vehicles. 

 

Table 3. Comparison of Packet Loss Ratio (%) with different 

methods in VANET architecture from [22] 

 

Number 

of nodes 

Packet Loss Ratio (%) 

PPAS ASBV CPAS PDS-

QF 

Proposed 

50 1 0.8 0.2 0.2 0.18 

150 1.8 1.56 0.52 0.45 0.3 

250 2.85 2.9 1.87 0.92 0.75 

350 4.45 4.3 2.96 1.55 1.2 

450 5.4 5.07 4.8 2.09 1.75 

 

 
Fig 7. Packet loss ratio analysis from [23] 

 

Table 4. Comparison of Packet Loss Ratio (%) with different 

methods in VANET architecture from [23] 

Number 

of nodes 

Packet Loss Ratio (%) 

EIB CPAS ABAKA SAES Proposed 

50 0.52 0.1 0.42 0.25 0.1 

100 0.93 0.35 0.6 0.48 0.215 

150 1.5 1.8 1.09 1 0.85 

200 1.85 2.55 4.25 2.04 1.75 

C. Average Delay Rate 

 The transmission delay in the VANET network was 

evaluated under conditions simulating dynamic node 

structures consistent with the designed VANET architecture. 

This analysis focused on assessing system throughput and 

related performance parameters by measuring the delay rate 

for packet transmission from sender to receiver. The 

evaluation considered scenarios involving high-speed moving 

vehicles and the coverage range parameters of the network 

model. The results indicated that the proposed approach 

achieves lower delay rates within the millisecond range 

compared to existing methods, demonstrating improved 

efficiency in high-mobility environments. 

 The Fig 8 and 9 shows the comparison graph of average 

delay for the VANET architecture for different number of 

node arrangement. The table 5 and 6 shows the table 

representation of the comparison result from [22] and [23]. 

From these parameter analysis, the proposed model achieved 

less delay rate (ms) than other existing methods. 

Table 5. Average Delay (ms) comparison with [22] 

Number 

of nodes 

Average Delay (ms) 

PPAS ASBV CPAS PDS-

QF 

Proposed 

50 0.95 0.78 0.75 0.745 0.735 

150 0.98 0.85 0.81 0.8 0.79 

250 1.35 1.03 0.84 0.825 0.81 

350 2.15 1.95 1 0.83 0.815 

450 2.9 2.55 1.85 1.02 0.95 

 

 
Fig 8. Average Delay (ms) chart comparison with [22] 

 

 
Fig 9. Average Delay (ms) chart comparison with [23] 
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Table 6. Average Delay (ms) comparison with [23] 

Number 

of nodes 

Average Delay (ms) 

EIB CPAS ABAKA SAES Proposed 

10 80 75 17 15 13 

30 123 100 43 40 35 

50 152 128 63 50 45 

70 195 150 89 78 73 

90 245 155 118 100 92 

 

 Based on comprehensive analysis, the BESO optimization 

algorithm demonstrated superior performance in predicting 

and selecting optimal routing paths. Additionally, the ROTR-

based security mechanism improved key management during 

data transmission within the VANET framework that 

leverages fog computing architecture. 

 

V. CONCLUSION 

 

This Paper introduces an innovative VANET security 

framework that incorporates an optimal routing protocol to 

facilitate high-speed data transfer. The proposed Batched 

Eagle Spotting Optimizer (BESO) algorithm efficiently 

identifies the best routing paths within a highly dynamic 

network, resulting in superior packet delivery ratios compared 

to existing protocols. By integrating fog computing, the 

system enhances prediction accuracy and improves the routing 

process for effective data retrieval from cloud platforms. 

Additionally, the use of the Light-Weight Random Off-The-

Record (ROTR) encryption scheme ensures faster data 

transmission and higher throughput. Analytical evaluations 

demonstrate that the proposed approach reduces delay times 

and minimizes packet loss across varying vehicle densities, 

effectively accommodating the continuous mobility and 

velocity changes of vehicles within the network coverage. 

Future improvements in VANET architectures can be 

achieved by integrating advanced machine learning techniques 

with optimization functions within fog computing 

environments, enabling adaptive and predictive routing 

protocols that dynamically respond to network conditions and 

security threats. Additionally, focusing on space complexity 

through efficient key management schemes—such as 

lightweight, scalable, and dynamic key distribution methods—

can enhance security while minimizing storage and 

computational overhead, ensuring high-speed, reliable, and 

secure data transmission essential for VANET applications. 
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